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THIS IS A DRAFT DOCUMENT TO WHICH INPUT FROM MOTOR VEHICLE AGENCY ADMINISTRATORS AND MANAGEMENT STAFF IS REQUESTED.   THE WORKING GROUP WANTS TO HEAR FROM YOU ON HOW TO IMPROVE THIS DOCUMENT.  PLEASE PROVIDE YOUR SUGGESTIONS ON WHAT YOU’D LIKE TO SEE ADDED, CHECKLIST IDEAS OR NARRATIVES, CASE STUDY EXAMPLES, BEST PRACTICES, AND GENERAL COMMENTS TO SHEILA PRIOR @ SPRIOR@AAMVA.ORG BY SEPTEMBER 30, 2009.    
1.0 Introduction

In the early 1990’s, the American Association of Motor Vehicle Administrators (AAMVA) recognized a need to improve the jurisdictional issuance process for driver’s licenses and identity cards. The implementation of the U.S. Commercial Motor Vehicle Safety Act of 1986 exposed security loopholes in the driver’s license issuance processes. Individuals were readily able to obtain multiple driving privileges and identification either in their own, or more than one jurisdiction.
  

In 1996, AAMVA formed a Working Group that created the Uniform Identification Practices Model Program to offer solutions to close some of the identification security loopholes. Components of the Program were adopted by several, but not all, department of motor vehicle administrations (DMVs), and no DMV adopted the program in its entirety. 
In 2000, AAMVA created the Uniform Identification Sub-Committee (UID sub-Committee), a permanent standing group reporting to the Driver License and Control Committee. The mandate of the UID sub-Committee was to reinstate and revise the work of the Uniform Identification Working Group. 
Throughout 2002 and 2003, the UID Sub-Committee reviewed the DL/ID issuance practices of DMVs, law enforcement (LE) agencies and stakeholder communities. The Sub-Committee also sought information and advice from the private sector, AAMVA members, the AAMVA Board of Directors and various consultants, federal agencies and associations (such as the IACP and NAPHSIS). Information was gathered via research, surveys, focus groups, expert advice, requests for information (RFIs), and requests for proposals (RFPs). The UID Security Framework is the product of the recommendations resulting from that review.

The significance of the use of the DL/ID has been highlighted by the events of September 11, 2001. Consequently, the circumstances, which include not only the business process/procedures but also the supporting internal controls under which these documents are issued, are under scrutiny and review.

In 2009, at the request of its membership, AAMVA formed the Internal Fraud Working Group.  Two deliverables were assigned to the Working Group. The first was to create a Best Practices Guide to assist DMV administrators and their staff in considering the implications of internal fraud in their own agency and secondly, to create a check-list to assist motor vehicle administrators in assessing and preventing internal fraud in the DMV environment. 

The Working Group was made up of representatives of AAMVA member jurisdictions and considered input from throughout the AAMVA community, including law enforcement, technology, human resources, business practices, customer service in both the driver and vehicle environments.

In drafting materials, the Working Group stresses that the information developed should be living-breathing documents, and that administrators should be ever vigilant towards new methods of inflicting internal fraud on the motor vehicle administrative process.

In addition to providing a checklist of potential areas of fraud, and making recommendations on mechanisms to combat internal fraud, this document also provides existing best practices and actual success stories.  Jurisdictions are encouraged to share their best practices and success stories so that others may learn from their endeavors.  

2.0 Internal Fraud Defined
When we think of fraud in the DMV arena, we typically think of the villain wanting to get a drivers license for illicit purposes, or the felon who attempts to wash a title so he can sell a damaged vehicle.  In reality, “external” fraud is only a piece of the fraud problem in motor vehicle agencies.  The unfortunate reality is that “internal” fraud also exists in every DMV.  Those members of the DMV team who commit internal fraud accept bribes for issuing documents in violation of procedures, steals money, use records for personal use, issue products without proper documentation, remove tickets from a record, steals or fails to report a violation during an audit.   They even steal time by not signing for time taken off work. 

Do not assume you have only honest and ethical staff.  While most certainly will be honest and forthright, you also no doubt have employees who will steal or commit fraud.  And they’re likely to be those you least suspect.  There are many, many instances we could share of agencies that were caught unaware by the fraud going on in their shop.  The appendix to this document gives some examples of discovered internal fraud; some discovered by accident, and some because the agency took steps to investigate, identify and combat internal fraud.

As an administrator, it is imperative that you change your thinking to look for new and better ways of doing business.  The “we’ve always done it this way” attitude must be eliminated.  Don’t assume that because something appears to have worked in the past that it will work today.  New technologies and constantly evolving schemes – for both staff and criminals – make it imperative that you no longer accept the status quo and that you be constantly pro-active in looking for and combating internal fraud.   Look for gaps that would allow employees to defraud the system and take steps to correct them.  Be diligent after making changes in continuing to police processes and procedures.  Making adjustments once will not fix identified problems indefinitely.
Realize that in tough economic times, as well as around the Christmas holiday, internal fraud will increase.  You must emphasize adherence to policies and procedures with employees and let them know the repercussions for failure to comply.  Taking swift and meaningful action and letting others know you mean business can serve as an effective deterrent.   Internal controls and strong audit plans can help prevent and identify internal fraud.
3.0 Internal Controls 

It is important to clarify what constitutes “internal controls” in order to fully address those controls within DMV administrative processes. In looking at internal controls an administrator must also look at all risk opportunities. Identifying and managing risk means establishing controls to limit the potential for fraud. There are many definitions for internal controls within the audit field. For the purpose of this document, internal controls will be defined as “mechanisms within the enterprise which have been designed to provide reasonable assurance regarding the achievement of the following objectives:
· Effective and efficient operations

· Reliability of financial reporting

· Compliance with applicable laws and regulations

· Safe and uniform application

Internal controls are basically good operating practices used to ensure that an organization achieves its desired objective. These controls provide assurances that information and data are recorded and reported as required. It is important to also note that internal controls in and of themselves should not be seen as the panacea to organizations fulfilling their objectives, but should be seen as an aid to achieving those objectives along with management of business process.
In Ernst and Young’s recent 8th Global Survey – Fraud - The Unmanaged Risk - 85% of some of the worst frauds were accomplished by insiders, who were on the payroll of the organizations. The other trend evident in survey results is that more organizations are now establishing formal fraud prevention policies. “Internal controls, management review and internal audit remain the most useful fraud prevention and detection factors”.
There are two areas of internal control – preventative/deterrent and detective.

Preventative/Deterrent Controls are designed to discourage errors or irregularities. An example of such controls would be supervisory sign-off on any exception process.
Detective Controls are designed to identify an error or irregularity after the fact. An example would be checking operator transaction logs against hardcopy supporting documents.  A typical financial audit is also illustrative of detective controls.
	Preventative/Deterrent
	Detective

	Formal Values/Ethics 
	Audit/Investigation

	Thorough employee training
	Reasonableness checks

	Benchmarking and best practices
	Check digits

	Validity Checks
	Overflow checks

	Two person/stage processes
	Date checks

	System assigned numbers
	Format checks ( i.e.: only allow set formats)

	Pre-numbered forms
	Completeness checks

	Good computer screen design
	Sequence checks

	Field highlighting
	Comparison controls

	Passwords/IDs
	Batch controls

	Self-Help features
	Time checks

	Management approvals/signoffs
	

	System or manual overrides
	

	Comprehensive communication of the consequences of internal fraud
	


The internal control challenges faced by motor vehicle administrators do not differ significantly from the challenges faced by any large organization with a large number of employees conducting a variety of complex business processes in a decentralized manner.
Some of the approaches to mitigating risk within other large organizations are indeed applicable to the driver licensing and identification, record management, and title and registration processes. These approaches can be broken down into four (4) categories:
· Human Resources

· Auditing

· Information Technology

· Business process

The checklist that follows outlines a series of “best practices” that jurisdictions should consider in addressing internal control challenges in the human resources, audit, business processes, and technology arenas. Best practices are outlined via two sets of recommendations, one dealing with specific control measures which jurisdictions must implement to address the key risk areas within business processes. The other recommendation deals with the need to incorporate technology in combating and identifying internal fraud.
4.0 Benefits

The benefits of all jurisdictions having at least one control measure in place for each risk area are:
· Appropriate checks and balances for all business processes, ensuring effective, consistent and efficient operations and processes.

· Increased reliability of financial and statistical reporting.

· Ensured compliance with applicable laws and regulations.
· Effective and uniform application of procedures.
· Increased fraud deterrence and prevention.
· Clear expectations for staff and management.
5.0 Vulnerabilities and Recommendations Checklist

The following checklist provides recommendations for processes and technology solutions that can be implemented to combat and identify internal fraud.  The Working Group realizes that it is likely impossible for any jurisdiction to implement all of the recommendations.  Administrators and Managers should review the list and implement those suggestions that work best for them.  Some can be immediately implemented, while others will be longer term before reaching an operational level.  Funding will certainly be a consideration for some of the technology enhancements.

One recommendation that is of utmost important for every motor vehicle agency to incorporate is the development of an internal fraud working group within the agency that meets on a regular basis.  The group should consist of subject matter experts who hold positions that allow them to observe and report on potential areas of fraud.  Some areas to be represented include audits, investigations, operations, driver and vehicle services, information technology and accounting.  Be sure to include representatives from other agencies, such as state police or third party partners.  The work group should be challenged to develop new policies, procedures and technology recommendations using a multi-disciplinary approach.  The group should report directly to the Administrator who should place a high level of focus on the information and recommendations coming out of the group.  

Another important tool is the audit.  All sensitive transactions should be audited on a random basis.  Audit processes must be evaluated – or in some cases, developed and implemented – and constantly reviewed and updated.   And audit the auditor.  Do not think that simply because someone has reached the level of auditor – or supervisor / manager for that fact – that they are beyond suspicion.  Through auditing you are not pointing fingers, but simply ensuring that the laws, processes and procedures of the jurisdiction and the agency are being followed.  When you identify deficiencies, take the appropriate action; whether retraining, progressive discipline, or legal action.  Continual vigilance to the possibilities of internal fraud, as well as external fraud, will help ensure fraud of any type is minimized.

Internal Fraud

Vulnerabilities and Recommendations / Solutions Checklist

	Vulnerabilities
	Get Your Head Out of the Sand
	Process Recommendation / Solution
	IT Recommendation / Solution

	General Review  
· Internal Control  Practices
General Review, continued

· Internal Control  Practices
	· Change your thinking to look for new and better ways of doing business and eliminate the “we’ve always done it this way” attitude.  Don’t assume that because it’s worked in the past, it will work today.  New technologies and constantly evolving schemes – for both staff and criminals – make it imperative that you no longer accept the status quo and that you be constantly pro-active in looking for and combating internal fraud.

· In tough economic times, and around the holidays (especially Christmas), internal fraud will increase.  You must emphasize adherence to policies and procedures with employees and let them know the repercussions for failure to comply.  Follow-up and publicize your actions so others know you mean business.

· Audit processes must be evaluated – or in some cases, developed and implemented – and constantly reviewed and updated. 

· Best practices and lessons learned should be shared with your peers.  AAMVA will help facilitate such an exchange through the efforts of the Internal Fraud Working Group. 
	 FORMCHECKBOX 
  review processes and tools available to identify and combat internal fraud; make adjustments as necessary
           FORMCHECKBOX 
   complete regular review of processes and make updates / enhancements as technology changes and as ‘schemes’ progress and advance
 FORMCHECKBOX 
  take investigative action any time suspicious activity is suspected
 FORMCHECKBOX 
  when wrong-doing is identified; take appropriate personnel / legal action and let other employees know you mean business by publicizing the offense and the repercussion(s)
 FORMCHECKBOX 
  when applicable, put notation in jurisdictional personnel file that the person cannot / should not be hired by the agency, or by any agency in the state 

 FORMCHECKBOX 
  develop and implement audit plan for processes associated with transactions, system access, issuance, inventory, overrides, financials, etc.

 FORMCHECKBOX 
   include random reviews of processes and procedures for at least 5% of transactions to ensure proper steps were taken, appropriate documents were scanned, required fees were collected, etc.
 FORMCHECKBOX 
   include a variety of each type of transaction during the audit

 FORMCHECKBOX 
  take appropriate employee action (e.g., discussion, documentation, retraining, and/or disciplinary steps) for identified issues, or potential issues
 FORMCHECKBOX 
  identify processes that need to be changed and take steps to change them

 FORMCHECKBOX 
  review / update plan on a regular basis (at least annually)
	 FORMCHECKBOX 
  review IT system reporting and audit capabilities; make enhancements as needed to help identify and combat internal fraud
 FORMCHECKBOX 
  be diligent about identifying potential technology gaps that may allow internal fraud; as systems are enhanced due to technology refreshments or policy/statutory changes, keep internal fraud in mind and ensure system enhancements help combat it

	General Review 

· Mail Room
	· You can tell customers not to send cash, but they will still do it, so you need to have procedures in place to avoid theft.
	 FORMCHECKBOX 
  monitor / control inbound and outbound mail

 FORMCHECKBOX 
  set up process to ensure cash / checks are securely processed

	 FORMCHECKBOX 
  install cameras in mail room

 FORMCHECKBOX 
  used locked box for remittance processing 

	General Review
· Central Office Facilities
· Field Office Facilities

	· Access to sensitive areas of offices should be restricted to authorized personnel.  After hours access to the building should be tightly controlled.  

· Keycard or biometric identifier systems can help regulate building / room access.

· Cameras – both overt and covert - can serve as a deterrent, as well as an investigative tool for theft and foul play.
	 FORMCHECKBOX 
  develop and adopt physical security plan for central office and field offices
 FORMCHECKBOX 
  revisit plans on a regular basis and make updates as needed (at least annually)
 FORMCHECKBOX 
  complete background checks and provide limited facility access to staff; including janitorial and maintenance staff
	 FORMCHECKBOX 
  control after hours access to office by only authorized personnel

 FORMCHECKBOX 
  record personnel and date/time of entrance (biometric identifier, ID passcard, etc.)

 FORMCHECKBOX 
  install cameras throughout facility (overt and covert)

	General Review
· Equipment Control


	· Utilize security devices for any piece of equipment that issues documents such as driver licenses or titles.  Removing the devices when the office is closed and keeping them in a secure location can prevent inappropriate issuance.
	 FORMCHECKBOX 
  for over-the-counter issuance of DL’s, utilize                                                         security device (e.g., key, USB device, dongle) on DL/ID card printers 
 FORMCHECKBOX 
  security device must be installed at the start of each work day and must be present for printer to work

 FORMCHECKBOX 
  remove device at close of business each day
 FORMCHECKBOX 
  establish inventory controls for production equipment
	 FORMCHECKBOX 
  daily and controlled electronic disabling / enabling of production equipment (e.g., manager must enable production equipment each morning and disable it at close of business)

 FORMCHECKBOX 
  secure local servers and allow only authorized individuals to access to server room

	General Review
· Inventory Control
	· Any and all indicia should be kept in secure area that has access by authorized staff.   
	 FORMCHECKBOX 
  include in inventory review where forfeited documents are kept (DL’s, titles, etc.)
 FORMCHECKBOX 
  keep inventory/indicia in secure / locked location to prevent stealing / misuse, with access to limited authorized personnel

	 FORMCHECKBOX 
  electronically track issuance, sequentially, of any controlled stock



	Human Resource Management

· Hiring
· Retention
· Promotions 
· Terminations
Human Resource Management, continued

· Hiring

· Retention

· Promotions 

· Terminations

	· Cameras – both overt and covert - can serve as a deterrent, as well as an investigative tool for staff theft and foul play.

· In addition to fraudulent issuance of documents or alteration of records, employees can also “steal time” by forging timesheets and leave slips.  Utilize technology and supervisory reviews to prevent such practices.
· Front counter field staff should not be allowed to have personal items such as purses, backpacks, cell phones, etc. at the front counter.  Cell phones can allow staff to call someone and tell them to come in now, or advise of a DL number, etc.
· In small rural field offices (one or two person operations) where such measures simply aren’t possible, determine if there other procedures that can be implemented to achieve the desired outcome.
· Make every effort to minimize front counter staff’s time on the phone while waiting on customers to transaction related needs.

· In addition to fraudulent issuance of documents or alteration of records, employees can also “steal time” by forging timesheets and leave slips.  Utilize technology and supervisory reviews to prevent such practices.
	 FORMCHECKBOX 
  complete employee verification prior to hiring including background checks

 FORMCHECKBOX 
  also complete checks prior to promotion, and on a random basis

 FORMCHECKBOX 
  complete financial background check for relevant positions (initially and on regular basis)

 FORMCHECKBOX 
  run driver record and motor vehicle record on a regular basis

 FORMCHECKBOX 
  look to see if they’re driving a car beyond their means; may be indicative that they’re taking payment for “illegal” transactions
 FORMCHECKBOX 
  ensure employees read, understand and sign internal policies regarding fraud and penalties

 FORMCHECKBOX 
  develop and implement administrative remedies including progressive disciplinary actions, counseling, dismissal

 FORMCHECKBOX 
  establish legal authority including statutory/administrative authority for disciplinary/ dismissal actions when fraud occurs
 FORMCHECKBOX 
  work with legislature to toughen criminal penalties for internal fraud; minimum sentence requirements (Iowa and New York have good legislation in this regard that we may want to look at)
 FORMCHECKBOX 
  file criminal charges when applicable; publicize it!

 FORMCHECKBOX 
  control level at which retention / termination decision is made

 FORMCHECKBOX 
  thoroughly document progressive discipline steps taken

 FORMCHECKBOX 
  have employees sign agreement / understanding as to access to system, etc.; enforce penalties for violations

 FORMCHECKBOX 
  complete exit interviews with every employee before they leave

 FORMCHECKBOX 
  include steps like invalidating system access, collect keys/passcards, etc.
 FORMCHECKBOX 
  identify re-training needs and take action to provide appropriate retraining; then follow-up to make sure training was absorbed  
	 FORMCHECKBOX 
  require electronic “clock-in” / “clock-out” by employees

	Human Resource Management 
· Employee Training  

·    
	· In addition to training staff on their job duties, it is imperative that you train them on repercussions of failing to follow policies.  Part of the battle is education; tell staff what’s acceptable and what will happen for failure to follow established processes.  
	 FORMCHECKBOX 
  establish zero tolerance policy for ethical / fraud / theft and establish measured disciplinary actions for all other violations of policies / procedures, rules, regulations and laws

 FORMCHECKBOX 
  establish code of ethics for employee behavior
 FORMCHECKBOX 
  train staff on ethics, proper procedures/policies and any repercussions for failure to comply with established processes  (zero tolerance)
 FORMCHECKBOX 
  provide initial and on-going ethics training

 FORMCHECKBOX 
  train employees on how to spot fraud and what to do when they suspect it
	· 

	Human Resource Management 
· Employee Monitoring

· Oversight
Human Resource Management , continued

· Employee Monitoring

· Oversight
	· Once employees are trained, you should monitor them to ensure correct processing as well as compliance with policies and procedures.

· Do not assume you have only honest and ethical staff.  While most will be, you will also likely have employees who will steal or commit fraud.  And they’re likely to be those you least suspect.
	 FORMCHECKBOX 
  develop, measure and refine (update) supervisory controls

 FORMCHECKBOX 
  implement on-going monitoring programs to check employees work performance on a regular basis (daily / weekly / monthly, as appropriate for the job,)
 FORMCHECKBOX 
   conduct spot monitoring on a regular basis to check certain transaction types or smaller volumes of work
 FORMCHECKBOX 
  end-of-day review for key areas

 FORMCHECKBOX 
  rotate work stations (cross-training)

 FORMCHECKBOX 
  establish toll free hotline for fraud reporting

 FORMCHECKBOX 
  file criminal charges for violations and publicize actions; fear instills caution

 FORMCHECKBOX 
  do not allow counter staff to have purses, backpacks, cell phones, etc. at the front counter

	 FORMCHECKBOX 
  random system stops which require supervisory review / authorization to complete

 FORMCHECKBOX 
  allow real time review of any transaction by manager when desired
 FORMCHECKBOX 
  document and track monitoring results

	Driver License / ID Card Transactions

· General Issuance Practices


	· Central issuance enhances overall control of DL/ID card products.  It removes the ability of front line staff to issue documents without completing important checks and balances before a DL/ID card is issued.   

· Most jurisdictions have few secure processes for surrendered licenses potentially providing an easy opportunity for swiping of documents.

· Overrides are an evil necessity in our business.   Multiple levels of approval can help reduce wrong-doing.

· Photo first processing and scanning of documents can help combat both internal fraud and customer fraud.
	 FORMCHECKBOX 
  issue DL/IDs cards through a central issuance process (vs. over-the-counter)
 FORMCHECKBOX 
  develop and implement audit plan for DL/ID card issuance processes

 FORMCHECKBOX 
  review / update plan on a regular basis (at least annually)
 FORMCHECKBOX 
  establish processes to eliminate / reduce theft of documents and destroy surrendered licenses as soon as possible 
 FORMCHECKBOX 
  review processes that allow override transactions
 FORMCHECKBOX 
  tighten override processes as much as possible
 FORMCHECKBOX 
  require two approvals to initiate override


	 FORMCHECKBOX 
  utilize photo first to verify applicant throughout the application process 
 FORMCHECKBOX 
  scan / digital image all documents presented at the time of application

 FORMCHECKBOX 
  provide access to scanned images from driver record

 FORMCHECKBOX 
  develop / implement an audit log to facilitate audit processes, including the capture of all record changes, who made the change, as well as who authorized the change 

	Driver License / ID Card Transactions

· Validation of  Applicant Identification
· 
	· We typically think of external (customer) fraud when thinking about DL/ID transactions, but keep in mind that in many cases, there’s collusion with jurisdictional field office staff.  Look for gaps that would allow employees to defraud the system and take steps to correct them.  Be diligent after making changes in continuing to police processes and procedures.  Making adjustments once will not fix identified problems indefinitely.
	 FORMCHECKBOX 
  establish and implement list of acceptable and verifiable documents required to establish applicant’s identity (multi-level list)
 FORMCHECKBOX 
  establish and implement two step approval process for initial DL/ID application

 FORMCHECKBOX 
  require second level review and authorization for changes to gender, date of birth, name, and other key criteria

 FORMCHECKBOX 
  take investigative action as appropriate in suspicious circumstances

	 FORMCHECKBOX 
  whenever possible, electronically verify data elements required for DL/ID issuance (e.g., SSOLV,  SAVE, digital image exchange, etc.)

 FORMCHECKBOX 
  utilize facial recognition system 

 FORMCHECKBOX 
  require key data elements from ID documents to be data entered into system 

 FORMCHECKBOX 
  image / scan documents presented by applicant

 FORMCHECKBOX 
  utilize address verification system

 FORMCHECKBOX 
  utilize OCR scanner, or other applicable technology when applicable to read bar coded documents, or those with chips or mag stripes

	Driver License Transactions

· General Testing Processes
	· While likely not a “hot spot” of internal fraud, knowledge and skills testing is one of the potential areas in which employees may “assist” customers in achieving passing scores without actually passing, or in some cases taking, the exams.
	 FORMCHECKBOX 
  review testing processes and look for areas in which internal fraud may occur; make changes as necessary
 FORMCHECKBOX 
  take investigative action as appropriate in suspicious circumstances
	 FORMCHECKBOX 
  utilize photo first to verify applicant throughout the testing process

	Driver License Transactions

· Knowledge Testing
	· Automated knowledge testing systems provide a proven mechanism to combat fraud.  They provide random tests and test questions to each applicant.

· Ideally interpreters should not be allowed as there is no way to determine if they are providing more than interpretation services.  If you allow interpreters, make sure they’re vetted and do not allow just anyone to provide such services. 
	 FORMCHECKBOX 
  monitor pass/fail rates of knowledge test examiners 
· N/A if  knowledge testing is automated
 FORMCHECKBOX 
  if interpreters are allowed, require they be court certified or require they complete a specific approval process, including a background check


	 FORMCHECKBOX 
  implement automated knowledge testing; random tests / questions

 FORMCHECKBOX 
  integrate knowledge test results into DL system; integrate automated knowledge test results with system  
 

	Driver License Transactions

· Skills Testing

 
	· Keep track of skills test results for each examiner and look for pass/fail rates that are excessively high or low.  Track the time spent on each exam; again looking for abnormally long or short test times.

· Technology tools such as in-car videos or GPS units can assist with examiner evaluation.
	 FORMCHECKBOX 
  monitor, track and evaluate pass/fail rates of skills test examiners and investigate  pass and fail rates that fall out of the norm

 FORMCHECKBOX 
  monitor examiner test times for regular and CDL skills tests; investigate examiners whose test times are shorter than the norm
	 FORMCHECKBOX 
  integrate skills test results into DL system

 FORMCHECKBOX 
  utilize electronic skills testing tools such as in-car video and/or GPS to track test routes and times 

	Driver License Transactions

· Medical Screening

	· Medical conditions of drivers and assessment of their driving abilities are often best left to medical professionals.  A Medical Advisory Board can provide much needed guidance, as can a nurse or medically trained person(s) on your staff.  

· A case tracking system can help ensure that appropriate steps are followed throughout the process.
	 FORMCHECKBOX 
  have nurse or medically trained personnel on staff to complete case reviews

 FORMCHECKBOX 
  establish / utilize a Medical Advisory Board where in-house staff are unable to determine appropriate action
	 FORMCHECKBOX 
  scan DOT medical card (when applicable) at the time of  CDL application

 FORMCHECKBOX 
  image / scan medical reports provided

 FORMCHECKBOX 
  utilize case tracking system for quality control / assurance, including random audits of at least 5%

	Driver License / ID Card Transactions

· Duplicates

· Replacements

· Corrections
	· The definition of duplicate, replacement and corrected licenses varies from jurisdiction to jurisdiction.  The Internal Fraud Working Group recommends that duplicate be defined as an exact replacement of the previously issued document.  If any information is changed – address, etc. – the document is no longer considered a duplicate.  

· Requirements for issuance of duplicates, replacements and corrections should be clearly defined.

· Any process to deviate from established procedures (e.g., no fee transactions) should require secondary level approval.

· The DL system can provide a history of activity in regard to license issuance by tracking details on exceptions processing including the date of the transaction, who initiated / approved the transaction and other critical information
	 FORMCHECKBOX 
  implement process to flag instances of multiple duplicate DL/IDs

 FORMCHECKBOX 
  review processes for no fee transactions; make adjustments as necessary

 FORMCHECKBOX 
  establish business rules and differentiate requirements between the issuance of a duplicate, replacement and corrected document

 FORMCHECKBOX 
  require supervisor/manager review for overrides, no fee transactions and any other transaction outside the norm

 FORMCHECKBOX 
  require second level supervisor / management review of all duplicate, replacement and corrected license transactions prior to document issuance

 FORMCHECKBOX 
  limit the number of duplicates allowed, and the timeframe in which they’re issued

 FORMCHECKBOX 
  do not change information (photo, expiration date, etc.) on duplicate DL’s/ID’s

 FORMCHECKBOX 
  for over-the-counter issuance jurisdictions, centrally issue duplicates, corrected licenses and replacements, facilitating additional review of the application
	 FORMCHECKBOX 
  develop and implement an electronic audit log which includes details on changes made, who made the change, as well as who authorized the change
 FORMCHECKBOX 
  capture a digital image of the applicant and verify photo on file through facial recognition
 FORMCHECKBOX 
  for duplicate documents, do not allow information, including the photo, to be changed 
· a duplicate should be defined as an “exact” replica of the previously issued document

 FORMCHECKBOX 
  capture new customer signature with issuance of duplicate replacement and corrected product


	Driver Control 

· Reinstatements and Clearances
(driver violations / loss of driving privileges)

	· A best practice recommendation is to process reinstatements / transactions centrally, and do not allow such transactions to be completed in the field.  Implement a secondary approval process when appropriate. 
	 FORMCHECKBOX 
  identify the type of reinstatements that can be processed in the field


	 FORMCHECKBOX 
  audit log including the capture of additions / changes to the driver record; who made the change and details of change made
 FORMCHECKBOX 
  image / scan requirements provided; provide access to scanned image from record

 FORMCHECKBOX 
  electronically require reinstatements to occur only when all required documentation has been entered onto the file

	Driver Control 

· Driver Record Entries (suspension n /revocation / stops / disqualifications / cancellations / convictions)

	· Because of the importance of the driver’s license, individuals will often try to influence staff to inappropriately remove entries from their driving record.  Make sure to establish procedures and use technology to closely monitor the work of staff with access to such information.
· Wherever driver record entry originates should do the posting, e.g., electronic reporting from course and insurance companies.  Minimize DMV’s ability to alter records.
	 FORMCHECKBOX 
  Establish clear procedures with random audits of actions and require review by a supervisor in cases were no action is taken.
	 FORMCHECKBOX 
  image / scan requirements provided; provide access to scanned image from record

 FORMCHECKBOX 
  manage records receive information electronically when possible (e.g., electronic conviction reporting from courts)

	Titling and Registration Transactions 
· General Issuance Processes 
	· Eliminating paper titles through implementation of an electronic lien and title program is a best practice.  However, such a program will not necessarily decrease internal fraud.

· Title issuance from a central location provides for security of title issuance, as well as inventory control of title stock. 

	 FORMCHECKBOX 
  issue titles from a central location

 FORMCHECKBOX 
  utilize title stock and registration decals that contain security features to prevent fraud / counterfeiting

 FORMCHECKBOX 
  assign unique number to title stock and registration decals
 FORMCHECKBOX 
  implement and follow strict inventory control processes

	 FORMCHECKBOX 
  require data entry of key information into title system

 FORMCHECKBOX 
  scan / image documents presented at the time of application 

 FORMCHECKBOX 
  tie scanned documents to the record for retrieval at any point in the future

 FORMCHECKBOX 
  develop electronic inventory tracking system linked to titling and registration information

 FORMCHECKBOX 
  utilize VIN verification software to validate VIN numbers

 FORMCHECKBOX 
  check NMVTIS for title and registration transactions

	Titling and Registration Transactions 
· Branded Titles
Titling and Registration Transactions, continued 

· Branded Titles
	· Capture and retain brand information from out-of-state titles to prevent title washing.
· Retaining  scanned copies of the previous title and running electronic verification checks will help ensure employees followed the correct steps in issuing a new title.  
· Centrally reviewing brand related transactions before issuance / mailing  alleviates title washing by allowing a review and confirmation / approval of the transaction.
	 FORMCHECKBOX 
  issue branded titles and brand removal titles centrally

 FORMCHECKBOX 
  centrally review brand related transaction before issuance or mailing to confirm and/or approve the transaction

	 FORMCHECKBOX 
  capture and retain brand information from out-of-state titles 
 FORMCHECKBOX 
  scan or image out-of-state titles received and provide electronic retrieval capabilities to “old” title for the field, as well as centrally
 FORMCHECKBOX 
  complete an electronic check of branded vehicles or requests for brand removals against stolen vehicle and other available databases, such as NMVTIS
 FORMCHECKBOX 
  end of the day audit process should include electronic checks for key information; critical information that cannot be verified electronically should be checked manually 

	Titling and Registration Transactions 
· Lien Perfections

· Lien Releases


	· Again, implementation of an Electronic Lien and Title program is really more of a best practice than an internal fraud deterrent.  An additional benefit of an ELT program is cost savings in title stock and postage.  Florida saved $XXX during the first year in postage alone through ELT implementation.  
· Even with an ELT program, paper lien releases will sometimes be received.  In those cases, a secondary review should be required before the lien is released.
	 FORMCHECKBOX 
  develop specific processes / policies for manual lien releases with a goal of making the process as secure as possible

 FORMCHECKBOX 
  require applicants providing manual lien release information to prove their identity


	 FORMCHECKBOX 
  implement ELT program

 FORMCHECKBOX 
  if not implementing full ELT program, require electronic lien release directly from lien holder to release title

 FORMCHECKBOX 
  if electronic release is not received, require supervisor/manager review for lien release authorization  
 FORMCHECKBOX 
  if utilizing manual lien/title program, image / scan lien/title documents provided and capture key information electronically, such as the bank and loan number
 FORMCHECKBOX 
  for over-the counter transactions, require system to document that clerk verified applicant’s identification



	Titling and Initial Registration Transactions 
· Duplicates

· Corrections

· Replacements
	· The same processes should likely not be followed for duplicate, corrected and replacement titles, so determine proper processes for each, e.g. if issuing OTC, consider whether duplicates should be issued centrally, vs. OTC, with additional reviews / approvals required

· As with duplicate driver licenses / ID cards, the definition of a duplicate title should be one in which the previously issued document is exactly replicated/reproduced.  Any change to the information means you’re no longer issuing a duplicate title.
	 FORMCHECKBOX 
  establish business rules and differentiate requirements for the issuance of a duplicate, corrected and replacement titles

 FORMCHECKBOX 
  for over-the-counter applications for duplicate, corrected or replacement titles, require applicant to provide proof of identity

 FORMCHECKBOX 
  limit number of duplicate / replacement titles allowed, and the timeframe in which they’re allowed

 FORMCHECKBOX 
  do not change information on duplicates 
· duplicate should be defined as an exact replica of the original document; with no changes to any of the information

· if information needs to be changed, a new title should be issued  

	 FORMCHECKBOX 
  develop and implement an audit log which includes the capture of all transactions and changes, who made the change, as well as who authorized it 
 FORMCHECKBOX 
  for over-the counter transactions, require system to document the fact that the clerk verified the applicant’s ID  


	Titling and Initial Registration Transactions 
· Transfer of Ownership Transactions
	· Central issuance of titles with ownership transfers will allow verification of the transaction before title issuance.
	 FORMCHECKBOX 
  for over-the-counter title issuance jurisdictions, centrally issue titles with ownership transfers

 FORMCHECKBOX 
  complete audit of transfer of ownership paperwork; if full auditing not possible, complete a random audit of such transactions 

 FORMCHECKBOX 
  require applicant to provide proof of ID for all transactions; capture  identity document/information provided
	 FORMCHECKBOX 
  audit log including the capture of all transactions and changes, who made them and any issuance initiated 
 FORMCHECKBOX 
  require system to document clerk’s verification of applicant’s identity for all transactions, have system prompt verification requirement

	Titling and Initial Registration Transactions 
· Registration Renewals 
	· Utilizing stock that is secure and contains control numbers will alleviate the possibility of employees swiping stock.
	 FORMCHECKBOX 
  utilize registration decals containing security features to prevent fraud / counterfeiting

 FORMCHECKBOX 
  print a unique number on registration decal stock and implement inventory control processes
	 FORMCHECKBOX 
  require data entry of key information into registration system



	Titling and Initial Registration Transactions 
· “Flag” Removals 
· Reinstatements
	· A secondary level review greatly reduces the possibility of foul play.
	 FORMCHECKBOX 
  require second level supervisory / management review and authorization of flag removal and reinstatement transactions

	 FORMCHECKBOX 
  electronically transfer data from local jurisdictions to update registration record

 FORMCHECKBOX 
  require management override / removal to be electronically initiated before transaction can complete; stop transaction when appropriate 


	Miscellaneous Vehicle Transactions 
· Handicap Placards
	· Most processes regarding handicap placards subject them to abuse.  You can reduce handicap placard fraud by tightening issuance processes and spot monitoring validity of medical reports.  
	 FORMCHECKBOX 
  print unique tracking number on placards and implement inventory control processes

 FORMCHECKBOX 
  require applicant to provide proof of identity at the time of application 

 FORMCHECKBOX 
  spot monitor validity of medical reports via phone calls to doctor’s offices

 FORMCHECKBOX 
  reconcile and destroy returned placards

	 FORMCHECKBOX 
  develop and implement an audit log which includes the capture of all transactions, changes made, who made the change, as well as who authorized it
 FORMCHECKBOX 
  image / scan application documents presented; link image to record

 FORMCHECKBOX 
  require system to document clerk’s verification of applicant’s identity

	Miscellaneous Vehicle Transactions 
· Temp Tags

· Permits 
Miscellaneous Vehicle Transactions, continued
· Temp Tags
· Permits


	· Utilizing stock that is secure and contains control numbers will alleviate the possibility of employees stealing stock.
· Establishing short term expiration dates and limiting the number of temp tags issued will reap multiple benefits.
	 FORMCHECKBOX 
  assign unique tracking number for all indicia and develop and implement inventory control system

 FORMCHECKBOX 
  utilize temp tags that are tamper resistant and contain security features to prevent alteration of critical information

 FORMCHECKBOX 
  limit validity period of temp tags (e.g., 15 or 30 days)

 FORMCHECKBOX 
  limit number of temp tag issuances and timeframe in which they are issued

	 FORMCHECKBOX 
   develop and implement an audit log which includes the capture of all transactions, changes made, who made the change, as well as who authorized it
 FORMCHECKBOX 
  image / scan application documents presented; link image to record

 FORMCHECKBOX 
   implement electronic registration and title program to require electronic reporting from dealers

 FORMCHECKBOX 
   record issuance of temp tags in title and registration system; make record accessible to law enforcement

	Information Technology

· Internal Control Practices
· Information Technology Management
· Security Protocols
Information Technology, continued

· Internal Control Practices
· Information Technology Management
· Security Protocols
	· Implementing secure / authorized access to agency systems will ensure not only that unauthorized personnel do not access the system, but will also provide tracking for any changes initiated.
	 FORMCHECKBOX 
  initiate biometric identifiers for system access: if biometric cannot be immediately implemented, initiate password protections, 

 FORMCHECKBOX 
  define authority access levels (in other words, do not give everyone access to the entire system; only authorize them for what they need to do as part of their job)

 FORMCHECKBOX 
  define criteria for password content

 FORMCHECKBOX 
  prohibit staff from sharing their password(s)
 FORMCHECKBOX 
  eliminate biometric and/or password / access for terminated employees  immediately upon termination

 FORMCHECKBOX 
  follow-up to ensure authorities have actually been deleted / removed / invalidated
 FORMCHECKBOX 
  train employees on acceptable record / system access

 FORMCHECKBOX 
  require employees with system access to sign confidentiality agreement 

 FORMCHECKBOX 
  establish mandatory penalties and sanctions for employees who unlawfully access to records

 FORMCHECKBOX 
  investigate access to “flagged” records (e.g., Governor, etc.) to determine if access was  in fact for business purposes

 FORMCHECKBOX 
  establish procedures and chain of custody processes for taking secure information off-site by authorized personnel (such as investigators, auditors and legal staff); take disciplinary action for violations
 FORMCHECKBOX 
  do not allow non-approved staff to take secure / prohibited information to be taken off-site
	 FORMCHECKBOX 
  utilize biometric identifier for entry /authorization into the system at every work station
 FORMCHECKBOX 
  assign system access levels based on job responsibilities

 FORMCHECKBOX 
  record and log the important events in the business cycle that are performed by systems
 FORMCHECKBOX 
  track identification of employee who process transactions

 FORMCHECKBOX 
  log browsing of records activity by system users

 FORMCHECKBOX 
  encrypt information, as appropriate

 FORMCHECKBOX 
  record override / unusual activity in a way it can be easily discovered later (e.g., audit log)

 FORMCHECKBOX 
  require system to prompt changing of passwords on a regular basis (at least every 45 days)

 FORMCHECKBOX 
  implement computer forensic technologies

 FORMCHECKBOX 
  automated reporting

 FORMCHECKBOX 
  capability of system search – being able to track any / all transactions

 FORMCHECKBOX 
  automated queuing – tied to system itself

 FORMCHECKBOX 
  record query vs. transaction process

 FORMCHECKBOX 
  develop and implement ad hoc reporting capabilities
 FORMCHECKBOX 
  send alert when “flagged” record is accessed; investigate and take appropriate action



	Information Technology 
· Exception Processes

· Overrides
	· Overrides are an evil necessity in our business.   Multiple levels of approval can help reduce wrong-doing.


	 FORMCHECKBOX 
  require management review of documents for any transaction in which an override is needed

 FORMCHECKBOX 
  regularly review  transactions that can be override (at least annually)

 FORMCHECKBOX 
  require transaction review and authorization by supervisor/manager 

 FORMCHECKBOX 
  do not allow supervisor / manager to override their own transaction

 FORMCHECKBOX 
  require one man offices to request central office authority for overrides
	 FORMCHECKBOX 
  require management override to be electronically initiated before transaction can complete; stop transaction when appropriate

 FORMCHECKBOX 
  develop and implement an audit log which includes the capture of all overrides, who authorized the override and who processed the transaction
 FORMCHECKBOX 
  record override activity in such a way that they can be easily discovered later

	Information Technology
· Record Retention and Disposal
	· Control over records is a critical aspect of document security.  Employees must understand the sensitive nature of records and how to handle them appropriately.
	 FORMCHECKBOX 
  develop and implement document / record retention schedule

 FORMCHECKBOX 
  establish mandatory penalties and sanctions for unlawful disposal of documents or records

 FORMCHECKBOX 
  enforce penalties for all violations; publicize violators and repercussions received
	 FORMCHECKBOX 
  work with your vital records agency to facilitate a purge of deceased record holders on a regular basis

	Information Technology

· Financial Controls
· Refunds

· Reconciliation and Reporting

Information Technology, continued

· Financial Controls

· Refunds

· Reconciliation and Reporting
	· Tight control and oversight of financial transactions is crucial.  As the economy weakens, internal theft of checks and cash will increase. 

· Do not provide cash refunds and discourage public from paying for transactions via cash.  

· Track cashier shortages / overages on an on-going basis and investigate multiple occurrences.

· Ad hoc reporting programs will provide an effective tool in monitoring financials.
	 FORMCHECKBOX 
  do not provide cash refunds

· such a practice is too tempting and too easy for those who want to steal to fake records to line their own pockets

 FORMCHECKBOX 
  establish escalated disciplinary response to cashier shortages/overages

 FORMCHECKBOX 
  require end of day supervisor review of gratis transactions 

 FORMCHECKBOX 
  complete a daily review of financial reconciliation reports, by clerk, should be completed by supervisor / manager

 FORMCHECKBOX 
  make secure daily deposits to financial institution


	 FORMCHECKBOX 
  install cameras in field offices, particularly in all areas in which money/checks are collected / counted

 FORMCHECKBOX 
  require supervisory/manager override to system for transactions requiring alteration of fees

 FORMCHECKBOX 
  integrate point of service transaction processing in system (detailed reporting by clerk)
 FORMCHECKBOX 
  tie cashiering system to appropriate record system

 FORMCHECKBOX 
  automatically generate end of day financial reports

 FORMCHECKBOX 
  require daily review by auditor / supervisor 

 FORMCHECKBOX 
  send system alerts to auditor / internal affairs for excessive overages/shortages 

 FORMCHECKBOX 
  track information to look for a pattern

 FORMCHECKBOX 
  develop/implement ad hoc reporting software / program

	Partnerships
· Licensed Businesses (dealers, driving schools, salvage yards, etc.) 
· Third Party Agents (county officials, AAA, title services, tag agents)
	· Implement case management guidelines / processes to handle investigations, complaints, infractions, etc.  Off the shelf case management systems can help track third party partners activities, contracts, etc.

· Case management systems also provide a control to manage a situation/investigation.

· Rotating auditors so they are not consistently responsible for the audit of the same entities on an on-going basis to prevent collusion.  This practice limits the relationship between the auditor and entity.
	 FORMCHECKBOX 
  rewrite contracts with third parties who process transactions on behalf of the DMV to give DMV more authority/control over the third party agents regarding operation, audits, oversight, etc.

 FORMCHECKBOX 
  agency needs the authority to shut down the office or take other disciplinary action of sorts if they don’t follow the rules 

 FORMCHECKBOX 
  randomly audit at least 5% of third party entities on an annual basis

 FORMCHECKBOX 
  rotate auditors so they are not consistently responsible for the audit of certain entities on an on-going basis

 FORMCHECKBOX 
  implement case management guidelines / processes to handle investigations, complaints, infractions, etc. 

 FORMCHECKBOX 
  establish two step approval process for third party data access / purchase

 FORMCHECKBOX 
  periodically review contract compliance with DPPA / CDPPA
	 FORMCHECKBOX 
  require submission of information electronically whenever possible (e.g., certification for driver education / motorcycle safety training, insurance verification, convictions from courts etc.)
 FORMCHECKBOX 
  utilize case tracking system for quality control / assurance



	Enforcement 
· Law Enforcement Presence in Field Operations
· Partnerships with Prosecutors 
	· The mere presence of law enforcement officers in field offices can serve as a deterrent to fraud.  While having such staff is likely a luxury, having good relationships with local police is easily achievable.

· Establishing good working relationships with state and local prosecutors will help you achieve justice for those who commit wrong doing. 
	 FORMCHECKBOX 
  place enforcement personnel in field offices, and/or form a good working relationships with local law enforcement agency

 FORMCHECKBOX 
  train in-office personnel on what to look for
 FORMCHECKBOX 
  develop and maintain good relationships with local prosecutors and state AG’s office

 FORMCHECKBOX 
  educate them on problem(s) and consequences
	 FORMCHECKBOX 
  implement electronic case management system for applications, investigations, complaints, infractions, etc.

	Enforcement 
· Internal Fraud Working Group
	· Establish an internal fraud working group consisting of staff from various agencies and departments to look at where fraud can occur.  They can also serve as informal investigators by reporting concerns or issues for formal action.
	 FORMCHECKBOX 
  establish  jurisdictional internal fraud working group consisting of representatives from motor vehicle agency, auditors, including auditing, investigations, operations, driver and vehicle services, information technology and accounting, as well as  external law enforcement and prosecutorial agencies 

 FORMCHECKBOX 
  establish goals and standards

 FORMCHECKBOX 
  require group to meet regularly

 FORMCHECKBOX 
  provide report to upper management on findings and recommendations
	 FORMCHECKBOX 
  develop, implement and utilize ad hoc reporting tools

	Enforcement
· Investigative Unit
 
	· Investigatory / audit staff is crucial in identifying and combating fraud.  
	 FORMCHECKBOX 
  create investigations / fraud / audit unit to continually look for internal fraud

 FORMCHECKBOX 
  if program already in existence, consider increasing size of unit

 FORMCHECKBOX 
  most existing investigation/audit units focus on external fraud, not internal fraud and that’s just as important

 FORMCHECKBOX 
  implement secret shopper program on both the employee side and the   customer side

 FORMCHECKBOX 
  justify staff positions for auditors and investigative auditors who work with auditors to do things like data mining

 FORMCHECKBOX 
  secure federal grants to pay for fraud unit/investigators (ID grant)

 FORMCHECKBOX 
  develop mystery shopper program
	 FORMCHECKBOX 
  develop, implement and utilize ad hoc reporting tools

	Audits
· Audit Unit 

· Audit Processes

	· Most agencies have internal audit units and audit processes in place.  In addition to simply reviewing paperwork / transactions, such individuals or entities can contribute to the identification of processes that lend themselves to fraud.  

· Rotate auditors audit entities to ensure they do not become lax or subject to coercion or fraud.

· And audit the auditors.  Do not assume that simply because they’re auditors, they are also not worth of random audits themselves.
	 FORMCHECKBOX 
  establish internal audit unit to look for  internal fraud

 FORMCHECKBOX 
  if already established, is size of unit sufficient to handle the volume of work required

 FORMCHECKBOX 
  develop specific plan for conducting regular audits

 FORMCHECKBOX 
  include resource allocation

 FORMCHECKBOX 
  review plan on a regular basis (at least annually)
 FORMCHECKBOX 
  implement and regularly update audit procedures (at least annually)
 FORMCHECKBOX 
  processes must change as “bad guy” gets better at fraud, theft, etc.

 FORMCHECKBOX 
  initially conduct vulnerability assessment

 FORMCHECKBOX 
  take corrective action steps

 FORMCHECKBOX 
  conduct assessment annually

 FORMCHECKBOX 
  rotate auditors / responsibilities on a regular basis

 FORMCHECKBOX 
  audit the auditors
	 FORMCHECKBOX 
  develop, implement and utilize ad hoc reporting tools


6.0 Best Practices, Lessons Learned and Case Studies

This section provides information on jurisdictions experiences and best practices in regards to internal fraud.  Please share your best practices, lessons learned and case study information by emailing it to Sheila Prior at sprior@aamva.org.  

6.1   New Jersey – List of Methods Used to Commit DL Fraud

New Jersey Motor Vehicle Commission shares the following methods that employees / customers can use in committing driver license fraud

· Applicant presenting legitimate birth certificate of another individual.

· Applicant presenting fictitious ID documents – birth certificate, US or foreign passport / immigration document, social security card, etc.

· Employees either intentionally or unintentionally, failing to recognize fraudulent ID document(s).

· Employee processing a full, unrestricted license for an applicant who should have been issued a term limited license document due to immigration status (i.e., student visa, temporary work visa, etc.)

· Employee overriding social security failure code and continuing to process license transaction without legitimate justification.

· Brokers developing relationships with employees who would bypass normal review procedures to issue licenses to their clients with expectation of kickbacks / bribes.  There may be no ID documents at all presented in such cases.

· Processing a new photo of an ineligible individual on a legitimate record by processing a change to the record (i.e., change of address). Detection could be avoided by voiding out the DL transaction before the end of the day.

· CDL permit is issued at the highest level (Class A), but the road test may be taken in lower class vehicle.  However, at the time of license issuance, a full Class A license could be issued.

· Driving school instructors could bribe the MV driver testing inspectors to pass ineligible applicants.

· Testing documents issued to legitimate individual, who are unable to pass required tests, which will be taken by a substitute individual.

· Applicants cheating on licensing related tests.

6.2    Arkansas Newspaper Article on Employee Fraud – “$24 at a Time”
October 19, 2008 Arkansas Democrat-Gazette Headline:  “$24 at a Time”
Karen Brewer was a model employee in her 20 years at the Arkansas Department of Finance and Administration, much of the time issuing personalized license plates such as “BIGBOAT” and “MSCUPID.”

All of her performance evaluations say so, using words like “efficient,” “excellent,” “perfect.”
But on Oct. 2, a month to the day after her most recent glowing review, a supervisor called in the Arkansas State Police to investigate her. She was fired the next day.
Brewer, 41, the sole full-time employee assigned to issue personalized license plates, is now being investigated over allegations of a scam that could have cost the state as much as $343,000 — $24 at a time — for as long as a decade.

In response to an Arkansas Democrat-Gazette records request filed under the state Freedom of Information Act and in subsequent interviews, the department confirmed it is working on an audit of 14,323 transactions Brewer made dating to 1999. Internal e-mails suggest the audit could be extended back through 1997, when that section of the department installed its current computer system.

“This was a complicated and sophisticated thing she had going,” said Marla McHughes, administrator of the department’s revenue office. “We still right now don’t know how bad it’s going to be when we find out everything.” A note in Brewer’s personnel file signed by McHughes says Brewer admitted at least a portion of the scam to state police Special Agent Rick Newton. The state police have not charged or arrested Brewer but have an “open and active” case file, agency spokesman Bill Sadler said.

Brewer could not be reached for comment by phone or in person at her home in unincorporated Pulaski County just west of the North Little Rock city line. In addition, the state police investigation led to the firing of four other cashiers in the same section of the department who confessed to stealing money — from $5 to $200 — from their cash drawers.

“The state police wanted to talk to them to see if Ms. Brewer’s actions were part of a conspiracy, which it appears wasn’t the case,” McHughes said. “They just started confessing to their own thing. I don’t think the state police ever told them what they were really investigating.”

UNUSUAL ACTIVITY

On Sept. 20, Juanita Shermo saw something a little unusual on one of her monitors.

She had been in her job as assistant director of the enforcement arm of the state’s Alcoholic Beverage Control Board and in charge of revenue security operations in the Department of Finance and Administration for less than a year. In the two buildings she helps manage on West Seventh Street in Little Rock near the Capitol, there are 78 cameras, five in the section that processes license-fee transactions.

Shermo said she saw a cashier working diligently with no customer at her counter. “I’m not sure you could say it was suspicious,” she said, “but it was out of the ordinary.”

She told McHughes what she had seen, and McHughes asked the cashier to explain. “The cashier said she was processing checks for Ms. Brewer,” McHughes said.  The cashier also told McHughes that Brewer needed to convert checks to cash to provide a refund for a few customers.                                    
And that made McHughes even more curious.

“First of all, we are a state agency,” McHughes said. “We would never send a refund in the mail in cash.” 
But the cashier — one of a handful, who make an average of about $9 an hour — wouldn’t have known that, McHughes said. McHughes said she ordered a review of two weeks of transactions Brewer logged into her computer. A number of license plates had been ordered but listed as free.

“Way more than would be appropriate,” said Michael Munns, the department’s assistant commissioner of revenue operations and administration.He said the department could issue free plates only in rare circumstances, such as in cases where one was damaged or faulty, or to replace one taken back during a mandatory recall. That’s when their suspicions were aroused.

CHECKS AND CASH

Munns and McHughes said Brewer would take a genuine $25 check, sent in to pay the standard fee for a new license plate, to cashiers outside her office.

Munns and McHughes said that Brewer would tell the cashiers she needed cash in exchange: $1 for a duplicate registration and $24 to give as a refund because the plate requested was unavailable.

Munns and McHughes said Brewer would pocket $24 and use the other $1 to order the duplicate registration. Then she would order the plate anyway and list it in the computer as one issued free, they said.

Internal checks to prevent theft and fraud were geared toward making sure all the accounts added up and were paid in full, McHughes said. “And they were,” she said. “The system showed no problem whatsoever with the money. Everything added up.”

There were two critical holes in the scam, though, Munns and McHughes said. A new plate on order would never accompany a duplicate registration, McHughes said. “You get a new registration when you get a new plate,” she said. And the second hole?

“For this to really have worked,” McHughes said, “the checks should have been for $26.”

EXCELLENT EVALUATIONS

In the late spring of 1988, Brewer was the last person interviewed for a cashier’s job in the special licenses section of the department’s motor vehicle direct services division but scored the highest on an internal candidate-ranking system and was hired, her personnel file shows. At the time, her resume shows, she worked as a cashier at the Bonanza restaurant on Pershing Boulevard in North Little Rock.

“I work with people daily in my present employment and enjoy it very much,” she typed on her application, “but I feel like it is time for me to further my career in more than one way; (1) to get more experience in other fields of employment, (2) More money.”

After asking politely for consideration for the job, she wrote, “I am a hard worker, trustworthy, dependable and a quick learner.”

Her employee evaluations were consistently excellent. She passed a criminal background check given in 2006 to all department employees who handle money. The department also requires employees to pay their taxes in full and on time as a condition of employment, something that was never an issue with Brewer.

“She was one that we had always trusted,” Munns said. “If you had a list of employees that you had concerns about, she would not be on that list.”

MONEY-HANDLING CHANGES

Brewer was fired Oct. 3. Her annual pay after 20 years with the department was $25,852.94.

McHughes said the department is still evaluating possible changes to policies and protocols to prevent another such situation. Already, she said, cashiers are being told as part of their training that a mailed cash refund is inappropriate.

John Theis, the department’s assistant commissioner of policy and legal matters, said he wanted to focus on money-handling procedures and on separation of duties.

“If we don’t learn anything from this,” Theis said, “we have failed in our jobs.”

Computers and space were being set up for the auditors within four days. The department assigned at least three auditors to the investigation, internal e-mails show, and they planned to split up an inchhigh stack of paper detailing the 14,323 of Brewer’s transactions involving vanity plates.

While the total potential loss could be as much as $343,752, it could also be significantly less, the department indicated. Regardless, McHughes said she had no idea what could have motivated Brewer.

McHughes was unaware, however, that Brewer and her husband, Timothy, filed for Chapter 13 bankruptcy protection in 2000 with creditors claiming $96,186.62 in debts owed.

Despite at least one instance in which the bankruptcy trustee asked the court to force certain payments the Brewers failed to make, records show, the bankruptcy was closed in 2006 after the couple made payments totaling $73,197.78. The Brewers also promised to continue making payments on one particular debt even after the bankruptcy ended, records show.

Still, their lifestyle appeared modest.

At the Brewers’ home on Friday morning, the 13-year-old doublewide mobile home they own on an acre of land was quiet and strewn with pine needles, looking its age. The black Chevrolet Suburban in the driveway next to a shiny, massive trailer was at least a few years old.

The in-ground pool in the back — the one with the twisting white plastic slide — was covered. A single child’s shoe lay on the deck near the front door.

Nobody answered a knock. 
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