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Services Card Overview
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ÅNew government identification card

ÅBC Services Card is designed to 

make it easier and more secure for 

B.C. residents to access provincial 

government services

ÅNew cards issued by ICBC as of 

February 15, 2013



Innovative Partnership
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ÅNew type of trusted government-issued ID

ÅA chip-enabled card that can be used to securely access government 

services online and in-person

ÅReplaces the aging Health CareCard

BC Services Card



BC Services Card



ÅExisting visit to counter for DL leveraged

ÅExisting Driver License issuance processes leveraged

ÅExisting card production leveraged

Å3 types of Cards:

ïCombined Driver Licence/ BCSC

ïStandalone BCSC

ïNon Photo BCSC

Issuance



BCSC Security

ÅICBCôs existing security processes for Driver License issuance were 

leveraged for BCSC:

ïFront line security

ïBiometrics ïFacial Recognition

ïCard Security

ïCriminal Standard Investigations



Å It is layered so that someone has to make it 

past a number of different securities/levels to 

achieve their goals

ÅStrong policy and legislation framework

ÅStrong front line issuance processes and policies

ÅStrong back end processes & investigations to obtain convictions 
and promote deterrence

ÅEmployee training and awareness and technologies are keys to 
this method and approach.

Security is like an Onion



ÅA building protected by nothing 

more that a cheap combination 

lock but inhibited by security and 

risk aware people is better than a 

building protected by technology 

and inhibited by unaware and 

uninformed people.

Security



ÅPrimary and Secondary ID is used to 
establish identity.

ÅRules are strict because of the value 
placed on the use of these cards. 

ÅSwipe the card and the system photo is 
displayed

ÅCSR Training in Fraudulent Document 
Recognition

ÅField Offices have access to online 
documents that assist them in determining 
the security features of the Primary 
Documents ICBC uses. (Fraud Stops)

Front Line Security



ÅLegislation changes for false declarations, misleading 

information

ÅFines ranging from minimum $400 to $ 20,000

ÅSenior Fraud Systems Analyst and Fraudulent 

Document Examiner

ïTraining at the (NY) Rochester Institute of 

Technology

Back Office Support

https://www.google.com/url?q=http://www.renflo.com/legislation/&sa=U&ei=EP90U9miOcaBogSxyoLIAg&ved=0CC4Q9QEwAA&usg=AFQjCNFFWiqNBfcmiIrOayOBa_xDLTzUFg
https://www.google.com/url?q=http://www.renflo.com/legislation/&sa=U&ei=EP90U9miOcaBogSxyoLIAg&ved=0CC4Q9QEwAA&usg=AFQjCNFFWiqNBfcmiIrOayOBa_xDLTzUFg


Biometrics - Facial Recognition



ÅICBC utilizes Facial Recognition Technology in itôs back end 
security for all cards that it produces

ÅPotential matches are downloaded at the end of the business day 
and run through the Facial Recognition software

ÅFR Analysts review the potential matches and place under 
investigation those that are potentially fraudulent, have data 
discrepancies, or require adjudication (twins, combines)

ÅOnce the photo is captured by the FR System, two FR Analysts 
have to release it before it goes back to the production stream

Facial Recognition



ÅFR Enroller: Creates a binary scorecard 

(template) of each driverôs photo 

ÅFR Matcher: Compares new templates vs. all 

other templates to identify potential duplicate 

BCDL, BCSC and BCID images 

ÅFR Matcher: Compares new template vs. 

previous to verify identity

ÅFR at ICBC incorporates 3 different algorithms 

used to filter results

Facial Recognition



ÅTwenty-Two Security features:

ÅCentral Issuance

ÅPolycarbonate, durable design. You will

notice a "tinny" sound if dropped on a hard surface.

Å   Raised laser etching of your name on the surface of the card.

ÅMiniature/micro-printing throughout the face of the card.

Å   Fine line background and security spiraling 

Card Security



ÅEvery BC Services Card has a chip embedded in it 

similar to the ones used by debit cards 

Å In the future, the chip technology will allow you to 

access a service by tapping your card on a card reader. 

It will recognize your unique chip and validate your 

identity to the service provider. 

ÅItôs important to note that the card does not store any 

personal records like your health or driving record. 

ÅAccess to your records is protected by a passcode, 

similar to the Personal Identification Number (PIN) you 

use with your bank card.

Additional Security - BCSC



ÅPeace Officers and designated Special Provincial 
Constables

ÅEnforce the Criminal Code of Canada and Statutes 
of the Province of British Columbia to the extent 
necessary for the investigation of offence against 
ICBC

Å ICBC issues the Services Cards so the offence is 
against ICBC

ÅHigh conviction rate for those who are charged 

ÅDeterrence factor 

Special Investigations



ÅComplex Environment - Multiple partners 

with different operational mandates and 

objectives

ÅComplex privacy framework ïdesignated as 

integrated program

ÅTraining ï118 Driver Licensing Offices 

distributed across the province

Å Increased security risks - the value of the 

BCSC could result in increased fraud ï

requires increased diligence of issuing staff

Challenges



Key Success to Date
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First Multi-
purpose 
card in 
North 

America

First 
Smart 

Card  in 
North 

America
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Program 

in BC

National 
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2014



Questions


