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2:15 p.m. to 2:30 p.m. Junior Ballroom Foyer
Short Break !

Sponsored by jx

2:30 p.m. to 3:30 p.m.
Breakout Sessions

¢ The BC Services Card: An Industry-Leading Innovation Junior Ballroom A&B
Learn about the British Columbia Services Card (BCSC) and its function. Jurisdictions
throughout the western hemisphere are watching the roll-out of this multi-purpose
driver license / health care card. Join us and hear how security, safety, and issuance
of the “Services Card” is addressed.

Ben Shotton, Manager, Driver Licensing Integrity & Risk Management, Special
Investigation Unit, ICBC
Darren Hodson, Law Enforcement Committee Vice-Chair, Alberta, Moderator
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Your CareCard, and More.

A New government identification card

A BC Services Card is designed to
make It easier and more secure for
B.C. residents to access provincial
government services

The BC Services Card.

A New cards issued by ICBC as of
February 15, 2013
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A New type of trusted government-issued 1D

A A chip-enabled card that can be used to securely access government
services online and in-person

A Replaces the aging Health CareCard
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CareCard replacement &
Medical Services Plan re-enroliment
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High quality identity proofing &
card production services

Trusted access to high-value services
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* Singlecardto
access

government
services

* Security and
privacy
enhancing
features

 Use online and
in-person
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A Existing visit to counter for DL leveraged
A Existing Driver License issuance processes leveraged
A Existing card production leveraged

A 3types of Cards:
T Combined Driver Licence/ BCSC

I Standalone BCSC

T Non Photo BCSC
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Al CBCbs existing security proc
leveraged for BCSC.:

I Front line security
I Biometrics T Facial Recognition
I Card Security

I Criminal Standard Investigations
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A Itis layered so that someone has to make it
past a number of different securities/levels to &
achieve their goals

A Strong policy and legislation framework

A Strong front line issuance processes and policies

A Strong back end processes & investigations to obtain convictions
and promote deterrence

A Employee training and awareness and technologies are keys to
this method and approach.
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A Abuilding protected by nothing
more that a cheap combination
lock but inhibited by security and
risk aware people Is better than a
building protected by technology
and inhibited by unaware and
uninformed people.
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A Primary and Secondary ID is used to
establish identity.

. driver licensing

A Rules are strict because of the value
placed on the use of these cards.

A Swipe the card and the system photo is
displayed

A CSR Training in Fraudulent Document
Recognition

A Field Offices have access to online
documents that assist them in determining
the security features of the Primary
Documents ICBC uses. (Fraud Stops)



regien e Back Office Support

Vancouver, BC | June 2-5

A Legislation changes for false declarations, misleadi
Information

A Fines ranging from minimum $400 to $ 20,000

A Senior Fraud Systems Analyst and Fraudulent
Document Examiner

I Training at the (NY) Rochester Institute of
Technology



https://www.google.com/url?q=http://www.renflo.com/legislation/&sa=U&ei=EP90U9miOcaBogSxyoLIAg&ved=0CC4Q9QEwAA&usg=AFQjCNFFWiqNBfcmiIrOayOBa_xDLTzUFg
https://www.google.com/url?q=http://www.renflo.com/legislation/&sa=U&ei=EP90U9miOcaBogSxyoLIAg&ved=0CC4Q9QEwAA&usg=AFQjCNFFWiqNBfcmiIrOayOBa_xDLTzUFg
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Al CBC utilizes Facial Recogni-t
security for all cards that it produces

A Potential matches are downloaded at the end of the business day
and run through the Facial Recognition software

A FR Analysts review the potential matches and place under
Investigation those that are potentially fraudulent, have data
discrepancies, or require adjudication (twins, combines)

A Once the photo is captured by the FR System, two FR Analysts
have to release It before it goes back to the production stream
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A FR Enroller; Creates a binary scorecard
(templ ate) of each

A FR Matcher: Compares new templates vs. all
other templates to identify potential duplicate
BCDL, BCSC and BCID images

A FR Matcher: Compares new template vs.
previous to verify identity

A FR at ICBC incorporates 3 different algorithms
used to filter results
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A Twenty-Two Security features:
A Central Issuance

Eys BLU HrBRN

A Polycarbonate, durable design. You will ©
notice a "tinny" sound If dropped on a hard surface.

A Rsen eshenglof your name on the surface of the card.
A Miniature/micro-printing throughout the face of the card.

A lin€é-baakgeound and security spiraling
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A Every BC Services Card has a chip embedded in it
similar to the ones used by debit cards

A Inthe future, the chip technology will allow you to
access a service by tapping your card on a card reader.
It will recognize your unigue chip and validate your
identity to the service provider.

A | tindpartant to note that the card does not store any
personal records like your health or driving record.

A Access to your records is protected by a passcode,
similar to the Personal Identification Number (PIN) you
use with your bank card.
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A Peace Officers and designated Special Provincial
Constables

A Enforce the Criminal Code of Canada and Statutes
of the Province of British Columbia to the extent

necessary for the investigation of offence against
ICBC

A ICBC issues the Services Cards so the offence is CoOnt
against ICBC CRIMINEL ‘

CRIMINAL
CODE

A High conviction rate for those who are charged

A Deterrence factor
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A Complex Environment - Multiple partners
with different operational mandates and LG o
objectives V) 4

A Complex privacy framework i designated as
Integrated program

A Training i 118 Driver Licensing Offices
distributed across the province

A Increased security risks - the value of the
BCSC could result in increased fraud 1 s W
requires increased diligence of issuing staff
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