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• Seek a simple user experience
– Acceptance of Enterprise controls

• Productivity: want the same tools/features they use at home
– Many of the tools are not purpose built for the Enterprise (lack of SLA , account 

management, service agreements updates etc .)
– Most tools are continuously updated, including deployment of new features
– Data leak prevention 

• Mobile workforce
– Insecure network connectivity
– Loss of property/data
– Support costs

• Want to use multiple devices, BYOD
– Cost and complexity of Mobile Device Management

• Very active on social media
– Individual profiling; spare phishing and targeted attacks
– Organization representation

• “Always-on”, rely on multiple communication channels
– Record management, data retention, e -discovery

General Workforce



• Agility & on -demand technology & resources

• Virtualization & software define infrastructure

• Cloud services
– Very dynamic environment; adoption prior to re -engineering of support 

processes create gaps

– Lack of knowledge or experience with technology

– Misunderstanding of division of responsibilities

– Data leak prevention

– Compliance

– Complexity of resource and configuration management

– Costs misconception

– Connectivity and identity management

– Learning curve for Procurement and Legal

IT Workforce



• Seeks the latest technology to stay competitive in the job market

– Organizations readiness for some technologies

– Limited technical know -how opens door to security flaws 

• Develop and support distributed applications

– Connectivity, Internet facing interfaces

• Feature (& usability) focus

– Designed to address a business need more -so that prevent a security flaw

• Application refactoring & Dev -Ops

– Constant application changes requires scalable security assessments

• Heavy utilization of Google & technical forums

– Information leakage

– System availability & integrity

IT Workforce



• Services must be accessible from anywhere
– Support for mobile devices (and apps) presents new challenges
– Security of the information between mobile devices remain a big 

challenge (wearables, car connectivity etc.)

• Convenience is key
– Cumbersome processes lead to poor security behavior / lack of 

adoption

• Shifting privacy concerns
– Less concern with

• Data accumulation by private sector
• Use of biometrics

– More concern with breach of 
• Health and financial information
• Information that can be used to perpetrate fraud
• “Big brother”

Customers



• Social media activity

– Makes individual profiling easy (phishing)

– Weakens user authentication (secret answers)

• Overwhelmed

– Password re -use, weak passwords

– Unwillingness to review and update privacy settings

Customers



• Organizations must keep up with ever changing technology
– Pace and magnitude of changes has grown exponentially

• Security boundaries are diffused

• Security challenges are multi -dimensional
– Technology, processes, individuals

– Technology -Legal

– All layers of technology

• With the number of breaches increasing, trusting one’s confidential 
information is weakened
– Impacts end -user authentication

Summary



Approach



• Leverage a comprehensive framework

– FISMA or ISO 27001

– FISMA gives the National Institute of Standards and Technology (NIST) 
the responsibility of developing a process, standards and guidelines to 
address FISMA

– NIST developed the Risk Management Framework, which AAMVA has 
followed throughout the system development lifecycle

– The framework steps are:

• Categorize (understand)

• Select controls

• Implement controls

• Assess controls

• Authorize system

• Continuous monitoring (ongoing security upkeep)
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• FISMA Security Control Families
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• Identify boundaries that can be inherited

Ą Federal approach with FedRamp
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Corporate Security Program
(Common Controls)
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• Define control prioritization and maturity
– SANS Top 20

• Engage Executives and Legal
– Well past the point where it is an IT only issue

– Learn -Ensure -Inspect

– Provide input in investment direction
• Measure liabilities (customer data has become the priority)

• Target highest threats

• Require return on investment

– Develop partnerships

• Leverage service providers
– Penetration testing

– Vulnerability management

– Cloud security brokers

Approach
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